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REJMkJEUCS 


Entry of this Amendment is proper becaupe 
further search by the Examiner, narrows the 
application in condition for immediate allowance . 

Claims 1-27 are all the claims presently p 

Applicants specifically state that no amen|dm< 
submitted, should be construed as a disclaimer ot| any 
element or feature of the amended claim. 

Claims 1-27 stand rejected on prior art grounds. 

With respect to the prior art rejections, claims 
under 35 U.S.C. § 103(a) as being unpatentable 
of Maillard et al. (U.S. Patent No. 6,466,671; 
and 26 stand rejected under 35 U.S.C. § 103(a) a; 
Maillard, and further in view of Perlman et al. (U 
"Permian"). Claims 8, 15-18, and 20-22 stand re 
unpatentable over Leppek in view of Maillard, ar 
Cryptography: Protocols. Algorithms, and Source 


[ reject* :d 


ar d 


(hereinafter, "Schneier"). Claim 1 9 stands 
unpatentable over Leppek in view of Maillard, 
view of Perlman. 

These rejections are respectfully traverser 


@oio 


it does not raise any new issues requiring 
on appeal, and is believed to place the present 


nding in the application, 
lent to any claim herein, or previously 
interest in or right to an equivalent of any 


hex :inafter * 


1, 3-7, 9, 13, 24, 25, and 27 stand rejected 
Leppek (U.S. Patent No. 5,933,501) in view 
Maillard*'). Claims 2, 10-12, 14, 23, 
being unpatentable over Leppek in view of 
S. Patent No. 5,261,002; hereinafter 
ected under 35 U.S.C. § 103(a) as being 
d further in view of Schneier, "A pplied 
Code in C ". Second Edition, pps. 466-474 


under 35 U.S.C. § 103(a) as being 
further in view of Schneier, and further in 


in the following discussion. 
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I. THE CLAIMED INVENTION 

The claimed invention relates to a methoc 
In an illustrative, non-limiting embodiment 
claim 1, a method of preventing counterfeiting of 
with a cryptographic structure for authorizing thel smart 


completely by a predetermined small number of readings, wherein said cryptographic structure 


can be built only bv whoever emits the card or an 


In conventional methods and systems, co 1 
since confidential information is carried on the 


a nterfeiting/duplication is not rendered difficult 
and an unscrupulous person may find the 
construction inside of the card. That is, 


card 


e lergy < 


information simply by looking at or reading the 
with a plurality of readings of the card, the information held within the card can be easily 


detected (e.g., see specification at page 3, line 19, 
The claimed invention, on the other hand, 
of security, which is often all carried on the card 
on cryptography, with the cryptographic structure 
which cannot be accessed completely by a predetermined 


the cryptographic structure can only be built bv w 


see specification at page 4, lines 9-13). 

The claimed invention, in addition to prev 
the legitimate ones, also prevents the fabrication ( 


is, the present invention also provides a mechanis n 
discourage both copying and creation of new card 3 


@o 


and system for producing wise cards, 
of the invention, as defined by independent 
a smart card includes providing a smart card 
card which cannot be accessed 


agent thereof . 


to page 4, line 2). 

complements the conventional smart-card-tvpe 


itself, by providing extra protection depending 
(e.g., a key) not being carried bv the card and 
small number of readings . Moreover, 


hoever emi ts the card or the agent thereof (e.g., 


;nting the creation of false cards different from 


f clones of a given legitimate smart card. That 


of protection designed to prevent and/or 
(e.g., see specification at page 4, lines 14-17). 
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H. THE PRIOR ART REJECTIONS 

A. Claims 1 , 3-7, 9, 13, 24, 25, and 2|7 stand rejected under 35 U.S.C. § 103(a) as 
being unpatentable over Leppek in view of Mailljard. 

In the Response to Arguments, the ExarnJr 
Applicants. Particularly, the Examiner states tha:: 


As per the interview on September 
opinion as to why it would be obv< ous 
reference. The idea was that Lepi >ek 
the entire list of cryptographic ke\ 


This would prevent an intruder fn 
used. The idea of combining it wh 


obvious in that technology tends to put once laree processing components 


into smaller and smaller devices. 


(see Office Action at pages 19-20, bridging paragraph; 

Applicants respectfully submit, however, 
the cited references in the manner alleged in orde 


qlaimed invention which are not disclosed or 
Therefore, Applicants respectfully 


Applicants submit that there are elements of the 
suggested by Leppek or Maillard, alone or in combination, 
traverse this rejection. 

As the Examiner surely knows, the refereAces as a whole must be considered for what 


they fairly teach to the ordinarily skilled artisan, 
elements of the claims in separate references is ndt 
claims. The Office Action must establish a reasonable 


references themselves or in the art in general, for 
claimed invention . The mere fact that references 
sufficient to establish prima facie obviousness (seje M.P.E.P. § 2143.01). There must be a 


ner states that the Examiner disagrees with 


1, 2004, examiner portrayed his 
to combine the Leppek and Maillard 
taught the concept of not exhausting 
s with one, or even a few, readings. 

learning the cryptographic technique 
h a smart card, from Maillard. is 


: t emphasis added), 
that it would not have been obvious to combine 
r to arrive at the claimed invention. Moreover, 


Moreover, merely identifying individual 
sufficient to establish the obviousness of the 
motivation or suggestion, in the 


ombining the references to arrive at the 
could (or cant be combined or modified is not 
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reasonable motivation, in the references 
patent applicant has done . 

Moreover, to render the claims obvious, 
success and the prior art references, when combined. 
limitations (e.g., see M.P.E.P. § 2142). The teaching 
combination and the reasonable expectation of 
A pplicant's disclosure (see M.P.E.P. § 2143, 
(Fed Cir. 1991)). 

Applicants respectfully submit that there 
Maillard (or for that matter, any combination 
Indeed, other than involving some form of cryptcjgraphy, 
combination thereof) have nothing to do with the 


themselves or in the art in general, to do that which the 


t lerc must also be a reasonable expectation of 
must teach or suggest all of the claim 
or suggestion to make the claimed 
success must both be found in the prior art, not in 
dtikz JRrc Vaeck. 947 R2d 488, 20 USPQ2d 1438 


the eof), 


by the claimed invention. 

In fact, Leppek and Maillard do not even Contemplate or mention the problems addressed 


and solved by the claimed invention, or for that 
and unobvious method according to the claimed 
For example, Leppek specifically states 
communication encryption and decryption softwi 


matter, 


, the advantages derived from the novel 
I invention. 

t it is directed primarily to "a prescribed set of 
f employed by digital data terminals (sic) and 
communication equipment, that effectively enable^ end users of a data communications link to 


conduct secure data communications therebetween 
recovery in an intercepted encrypted data" (see Ijeppek 
added). 


(1] 013 


* ire clear distinctions between Leppek and 

I, and the features of the claimed invention, 
the individual references (or alleged 
claimed invention or the problems being solved 


tlati 


without the practical possibility of successful 
at column 3, lines 24-34; emphasis 
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In other words, Leppek merely uses c: 
Leppek does not, however, disclose, suggest, or 
cloning a physical instrument (e.g., a smart card) 

On the other hand, Maillard merely 
encrypted broadcast signals including a 
the signals (e.g., see Maillard at Abstract; empha£ 

As with Leppek, Maillard merely uses 
In fact, Maillard specifically states that: 


rypt Dgraphic schemes to protect secret messages . 
t ven mention preventing counterfeiting or 
by authorizing the physical instrument. 
a smart card for use with a receiver of 
for enabling controlling decryption of 
lis added). 

cryptographic schemes to protect secret messages . 


'teaches 


l microprocessor 


[tjhe smartcards contain the secrets of one or more commercial 


operators. The "mother " smartcc 


rd encrypts different kinds of messages 


and the "daughter " smartcards decrypt the messag es, if they have the 
rights to do so. 


(see Maillard at column 6, lines 55-58; emphasis 

At best, the combination of Leppek and N^aillan 
cryptographic schemes of Leppek to protect secret 


Maillard. However, this resulting combination m 
cryptographic schemes used with smart cards to 
( In stark contrast, the present invention pro| vides 
preventing counterfeiting (i.e., false smart cards c 
(i.e., copies of legitimate smart cards or counterft it 
(e.g., verifying the legitimacy of) the smart card. 
simple and effective solution to problems with co 
schemes merely to protect secret information or 


@014 


added). 

:d would be a smart card which uses the 
information or messages on the smart card of 


erely is comparable to conventional 
t rotect the information on the smart card . 


a novel and unobvious method of 
r illegitimate cards) and/or preventing cloning 

smart cards) of a smart card by authorizing 
That is, the claimed invention provides a 
nventional smart cards which use cryptographic 
jj lessages on the smart card itself, but do not 
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mbination, clearly to do not disclose or suggest 


authorize or authenticate a smart card (i.e., do no 
card). 

Leppek and Maillard, either alone or in co|i 
the features of the claimed invention. 

For example, the claimed invention, as dejfined for example by independent claim 1, 
provides a "method of preventing counterfeiting <>f a smart card, comprising: providing a smart 


card with a cryptographic structure for authori7.it tjg the smart card which cannot be accessed 


completely by a predetermined small number of 1 eadings, wherein said cryptographic structure 


can be built only by whoever emits the card or an 


Thus, the claimed invention complements 


which is often all carried on the card itself, by prx ividing extra protection depending on 


cryptography , with the cryptographic structure (e 


which car mnt he ac cessed completely bv a predet srmined small number of readings . Moreover, 


the cryptographic structure can only be built bv v hoever emits the card or the agent thereof (e.g.. 


see specification at page 4, lines 9-13). 

In this way, the claimed invention, in addition to preventing the creation of false cards 
different from the legitimate cards (i.e., illegitimate cards), also prevents the fabrication of clones 


ent invention also provides a mechanism of 
both copying and creation of new cards (e.g., 


of a given legitimate smart card. That is, the pres 
protection designed to prevent and/or discourage 
see specification at page 4, lines 14-17). 

Accordingly, Applicants respectfully subrhit that it would not have been obvious to 
combine the cited references in the manner allege d in order to arrive at the claimed invention . 


iiois 


prevent counterfeiting and cloning of a smart 


agent thereof (emphasis added). 


the conventional smart-card-type of security . 


g., a key) not being carried by the card and 
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First, as mentioned above, the Examiner 
the concept of not exhausting the entire list of cryptograph 
readings. This would prevent an intruder from 


states that "ftjhe idea was that Leppek taught 
ic keys with one, or even a few, 
learning the cryptographic technique used The 


idea of combining it with a smart card, from MaiUard is obvious in that technology tends to put 


once large processing components into smaller c nd smaller devices " (see Office Action at pages 


19-20, bridging paragraph; emphasis added). 

Applicants respectfully submit, however, 
Leppek based on MaiUard to arrive at the novel i 
in the claimed invention . 

As mentioned above, the mere fact that 
modified is not sufficient to establish prima facie 
must be a reasonable motivation, in the references 
which the patent applicant has done . 

Applicants respectfully submit that it woi^id 
based on Maillard to arrive at the novel and unobjvious 
claimed invention simply "to put large 
devices", as alleged. 

Indeed, that the Examiner has not established, 
Response to Arguments , a reasonable basis for 

Thus, Applicants respectfully submit that|the 
establish the obviousness of the claimed inventioh 

As another example, in the ground of reje 
been obvious "to implement the teachings oj 


of Leppek 


@016 


that it would not have been obvious to modify 
unobvious combination of elements recited 

references could (or can) be combined or 

obviousness (see M.P.E.P. § 2143.01). There 
themselves or in the art in general, to do that 

not have been obvious to modify Leppek 
combination of elements recited in the 
processing components into smaller and smaller 


si ch 


either in the grounds of rejection or in the 
combination of Leppek and MaiUard. 
final Office Action fails to reasonably 
as a matter of law . 


;tion, the Examiner alleges that it would have 
onto a smart card as taught by Maillard et 
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al. t because smart cards are small, easy to use mediums (sic) for encryption " and because "a 


method which prevents a footprint or playback attack 
would help spread the acceptance of smart cards 


4, lines 8-15; emphasis added). 

Applicants respectfully submit, however, 
Leppek based on Maillard to arrive at the novel 
in the claimed invention , and further, that the 
such combination of Leppek and Maillard, for se 

Applicants respectfully submit that the 
provide support for, how the features relied upon 
would) be implemented in a smart card, such as 
how such a combination would arrive at the clai 

That is, the Office Action rails to establisfr 
decryption software employed by digital data 
effectively enables end users of a data 


end 


Exjiminer 1 


E) arniner 1 


the 


tenni 


i commumc itions 


communications " (see Leppek at column 3, lines 
combined with a smart card for use with a receiver 


microprocessor for enabling controlling decryption of the signals (e.g., see Maillard at Abstract; 


emphasis added) to arrive at the claimed method 


physical instrument (e.g., a smart card) by author i: 


Applicants respectfully submit that it is 
choose) individual elements from the references 
invention, with the benefit of Applicants' invent! 


Do 


(sic) from being performed by an intruder 
used in technology" (see Office Action at page 


that it would not have been obvious to modify 
unobvious combination of elements recited 
has not established a reasonable basis for 
/eral reasons. 

has not explained, nor do the references 
in Leppek, which is not a smart card, could (or 

smart card of Maillard, or for that matter, 
ed invention. 

how "communication encryption and 
inals (sic) and communication equipment, that 
link to conduct secure data 


24-34; emphasis added) could (or would) be 
of encrypted broadcast signals including a 


of preventing counterfeiting or cloning a 


zing the physical instrument. 


not 


enough merely to identify (or pick and 
iind combine them to try to arrive at the claimed 
m as a guide to such a combination, in order to 
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establish the obviousness of the claimed inventk 
reasonable motivation or suggestion, in the references 
combining the references to arrive at the claimed 


The present Office Action has not 
combination and/or modification. That is, merel; 
implement the teachings of Leppek onto a smart 
use mediums for encryption " and because "a 
attack (sic) from being performed by an intruder 
cards used in technology ", or simply "fa put 
smaller devices", is not sufficient to establish a 
references to arrive at the claimed invention, asa 

Instead, the Office Action must establish , 
references themselves or in the art in general, for 
claimed invention . Absent such a reasonable 
using improper hindsjght based analysis to arrive 


established a reasonable motivation for such a 

r alleging that it would have been obvious to 
;ard "because smart cards are small easy to 
met tod which prevents a footprint or playback 
would help spread the acceptance of smart 


large processing components into smaller and 
reasonable motivation for combining the 


A iplii 


Thus, for at least the foregoing reasons, 
have been obvious to combine Leppek and Maillajrd 
impermissible hindsight based analysis. Accordingly, 
rejections fail to establish the obviousness of the 

Applicants also submit that there are elements 


not disclosed or suggested by Leppek or Maillard. 


further submit that, as a matter of fact, the alleged 
in the manner alleged by the Examiner, would nojarrive 


@018 


n. The Office Action must establish a 

themselves or in the art in general, for 
invention . 


matter of law. 


reasonable motivation or suggestion, in the 


combining the references to arrive at the 
motivation, it would appear that the Examiner is 
at the claimed invention. 


icants respectfully submit that it would not 
to arrive at the claimed invention, absent 
, Applicants submit that the prior art 
(jlaims as a matter of law . 

of the claimed invention which clearly are 


alone or in combination . Thus, Applicants 


combination of references, even if combined 
a the claimed invention. 
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For example, in the ground of rejection, 
method for preventing counterfeiting and cloning - 
numbered paragraph 6). 

However, as the Examiner acknowledges 
card (see Office Action at page 4, line 4). Leppe 
counterfeiting and cloning "* as alleged in the 

The Examiner also alleges that Leppek di 
cryptographic structure for authorizing the smari 
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tie Examiner alleges that Leppek discloses "a 
of smart cards " (see Office Action at page 3, 


Leppek does not disclose or suggest a smart 
c also does not even mention "preventing 
Offfce Action, 
discloses "providing, a smart card with a 

card which cannot be accessed completely by 


a predetermined number of readings*', as alleged] y 
Abstract of Leppek. 

However, Leppek clearly does not disclosj; 
authorising a smart card (see Office Action at parie 
invention, Leppek does not disclose, suggest, or e 
other physical instrument. 

Instead, as mentioned above, Leppek merdly 
encryption schemes, not preventing counterfeitin g 


authorizing a smart card . Thus, for at least these 
Office Action clearly has mischaracterized Lenpei : 
counterfeiting or cloning. 


Also, as mentioned above, the Examiner 
the concept of not exhausting the entire list 


readings" (see Office Action at pages 1 9-20, bridg ing paragraph; emphasis added). 


@i 019 


r disclosed at column 4, lines 8-66, and the 

or suggest a smart card, or for that matter, 
4, line 4). That is, contrary to the claimed 
veil mention authorising a smart card or any 


teaches protecting information using 
or cloning of a smart card, or in other words, 


ieasons, Applicant respectfully submits that the 
as disclosing a smart card for preventing 


states 1 


that "ftjhe idea was that Leppek taught 
of cryptographic kevs with one, or even a few, 
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Applicants note that a "list of cryptograp bdc keys" is usual in the conventional art for 
obliging many key discoveries to get to the secrets, 

However, contrary to Leppek. the claime[l invention does not include a "list of 


cryptographic kevs". Instead, the claimed invention 
claims 4, 8, and 20-22) includes an original listo|f pai] 


versions (e.g., see specification at page 5, lines 1{M5). 

On the other hand, the Examiner alleges 
Leppek by disclosing a smart card used in 

However, even assumi ng arguendo that it 


tpat Maillard makes up for the deficiencies of 
systems. 

would ha ve been obvious to combine Lep pek 


comm mi cation s 


and Maillard. Applicants respectfully submit that 


claimed invention. 

For example, Leppek teaches using a plurality 
an "encryption operators database". The idea in 
not know all encryption operators in the database, 
used to protect some data set in a given 


i communic ation 


Particularly, Leppek discloses a 'Virtual 
of a plurality of different encryption operators sto 
compound sequence of encryption operators. Dat i 
as a user workstation, to a destination or data 


performing a compound sequential data flow thrm i ff h this seq uence prior to transmission (e.g., 


see Leppek at Abstract). 

In other words, Leppek is concerned with 
transmitted (i.e., secret within messages') . 


@020 


(as exemplarily defined by dependent 
irs made by numbers and their encrypted 


such a co mbination still would not arrive at the 


of secret encryption schemes managed in 
Ij^eppek is that most likely the attacker would 
nor be able to recognize which one is being 


f sncryption scheme that combines selected ones 
ed in an encryption operator database into a 
to be transported from a data source site, such 


recipient s ite, is sequentially encrypted bv 


1 rying to protect the secret of messages being 
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Applicants respectfully submit that this s )rt of combination of encryption scheme is in 
fact well known (and is the typical sort of ideas everyone thinks about early on when exposed to 
the issues of cryptography). Such encryption sci ;emes are usually considered as potentially 
dangerous among cryptographers, who generally prefer more solid, simple algorithms to 
complex combinations that may prevent effectivi s testing of the strength of the protection, while 
creating an illusory sentiment of an acceptable ss fety level. 

Thus, as mentioned above, Applicants respectfully submit that (at best) the combination 
of Leppek and Maillard would be a smart card w lich uses the cryptographic schemes of Leppek 
to protect secret information or messages being to ansmitted using the smart card of Maillard. 
However, this resulting combination merely is comparable to conventional cryptographic 
schemes used with smart cards to protect the info rmation on the smart card . 


In comparison, in the claimed invention, rather than trying to protect the secret of (i.e., 
secret within) messages, the claimed invention authenticates or authorizes the smart cards that 
are built according to the claimed invention. 

Thus, the present invention is of a very dh ferent nature than Leppek and/or Maillard, and 
addresses distinctly different problems and solutions. Contrary to Leppek or Maillard, the 


claimed invention provides protection for a smart 


@021 


card on top of (i.e.. in addition to) rather 


those in Leppek, or for that matter, in 


widely known technologies and practices, such asp 
Maillard. 

For the foregoing reasons, Applicants respjectfully submit that it would not have been 
obvious to combine the cited references in the mainer alleged in order to arrive at the claimed 
invention. Applicants also submit that there are el ements of the claimed invention which are not 
disclosed or suggested by Leppek or Maillard, alo le or in combination. 
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Therefore, Applicants respectfully submit 
combination, do not disclose or suggest all of th< : 

On the other hand, Applicants submit thajt 
patentable over the cited references for somewha t 

For example, independent claim 24 recites 
smart card, comprising: 


providing a smart card such thjat 
information and a cryptograp hic k »y fq\ 


card, is carried on the smart card: 


reading said card by a reader _ 
reader reads only a predetermined 


which makes the card unique (emphasis added). 


s uch that in each reading, said 
small amount of information 


beai ing 


Independent claim 27 recites a signal 
machine-readable instructions executable by a di; 
for preventing counterfeiting and cloning of smar : 


providing a smart card with a c ryptoeraphic structure for 


authorizing the smart card which cannot be accessed completely 


by a predetermined number of rear :ings. 


wherein said cryptograp hic stn tcture can be built only bv 


whoever emits the card or an agent 


As mentioned above, the claimed inventio i, 
claims 1, 24, and 27, does not merely protect the e 


authorizes a smart card in order to pr event counts feiting and cloning of the smart card. Thus, 


Applicants respectfully submit that there is a clear 
references and the claimed invention. 


(2)022 


that Leppek and Maillard, either alone or in 
features of independent claim 1 . 
independent claims 24 and 27 also are 
similar reasons as those set froth above, 
a method of preventing counterfeiting of a 


none of confidential 
t authorizing the smart 


distal 


medium tangibly embodying a program of 
processing apparatus to perform a method 
cards, comprising: 


thereof (emphasis added). 

as defined for example by independent 
ecret of messa g es 1 but instead, authenticates or 


and profound difference between the cited 
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Applicants submit that dependent claims 

Leppek and Maillard by virtue of their respectivt 

features recited therein. 

For the foregoing reasons, Applicants resbectfully 

'Maillard, alone or in combination, discloses or 

24, 25, and 27. Therefore, Applicants respectfully 

rejection. 


3-7, 9, 13, and 25 also are patentable over 
dependencies, as well as for the additional 


si ggests 


B. Claims 2, 10-12, 14, 23, and 26 st*nd 
unpatentable over Leppek in view of Maillard, arjd 

In the Response to Arguments, the Examijier stated 


frjegarding argument (b), 
combination of Leppek/Maillard/l\erlman 
authenticating/authorizing the 


keys so that an intruder cannot arrive 
Maillard teaches a smart card Pi rlman 
valid/invalid cards. These three n \ 


that is authorized/authenticated bx 


network periodically. 
(see Office Action at page 20, lines 4-10; emphas 
Applicants submit, however, that it would 
Maillard, and Perlman to arrive at the claimed 
assuming arguendo that such references were 
invention which are not taught or suggested by 
combination. Therefore, Applicants respectfully 


@1 023 


submit that neither Leppek nor 
all of the features of claims 1,3-7, 9, 13, 
request that the Examiner withdraw this 


rejected under 35 U.S.C. § 103(a) as being 
further in view of Perlman. 
that: 


disagrees with Applicant. The 
does teach o f 
card. Leppek teaches a plurality of 


at the encryption method easily, 
teaches a database that contains 
Terences combined teach a smart card 


blacklists that may be obtained from a 


s added). 

not have been obvious to combine Leppek, 
invention. Moreover, Applicants submit that, 
combined, there are elements of the claimed 
Le(ppek, Maillard, or Perlman, either alone or in 
traverse this rejection. 


PACE 23/27 ■ RCVD AT 11/30/2004 9:36:42 PM [Eastern Standard Time] * 8VR:USPTO-EFXRF-1/3 * DNiS: 8729306 - CSID: 703761 2375 * DURATION (mm-ss): 10-00 


11/30/2004 17:37 FAI 7037612375 

U.S. Application No. 09/865,026 
Docket No. YOR9200001 65US 1 
(YOR.203) 


McGlnn&GIbb . PLLC 


23 


For the reasons set forth above, Appl 
established areasonable motivation for o 
invention. 

Similarly, Applicants respectfully submit that 
reasonable motivation for combining Leppek, M&illard, 
invention. 

For example, merely identifying elements 
sufficient to establish the obviousness of the 
motivation or suggestion for making the claimed 


>lican|ts submit that the Office Action has not 
ombim^g Leppek and Maillard to arrive at the claimed 

the Office Action does not establish a 
and Perlman to arrive at the claimed 


: claii led 


Thus, merely stating in the Response to 
combined teach a smart card that is 
from a network periodically (see Office Action 
explaining how or why such a combination would 


authorized/a ithenticah 


invention, does not establish a reasonable 
law . 

Similarly, merely stating that it would be 
Maillard "because the off-line version of the blacklist providi 
intruders; the periodic updating allows a newer 
the update constantly - tying up a lot of resources 
without explaining how or why such a combinatio i 


-list 


Applicants' own invention, does not establish a i 
combination, as a matter of law . 


@024 


from the individual references clearly is not 

invention absent some reasonable 
combination . 
Arguments that "ftjhese three references 

icated by blacklists that may be obtained 
page 20, lines 4-10; emphasis added) without 
be made, absent the benefit of Applicants* own 


motivat ion for making the combination, as a matter of 


(Jbvious to combine Perlman with Leppek and 
'es a listing of all users who are 
of intruders to be known, without performing 
(see Office Action at page 9, lines 1-4), 
would be made , absent the benefit of 


reasonable motivation for making the 
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Thus, Applicants respectfully submit that 
of Leppek and Maillard, as set forth above. 

Therefore, Applicants submit that claims 
Maillard, or Perlman, alone or in combination, at least 
independent claim 1 . 

For somewhat similar reasons, Applicants) respectfully 
Perlman, either alone or in combination, do not 
combination of features recited in independent cl^im 

For example, independent claim 26 recitei 
card, comprising: 

a smart card such that a c: 


Perlman does not make up for the deficiencies 

I, 10-12, 14, and 23 are patentable over Leppek, 
by virtue of their dependency from 

submit that Leppek, Maillard, and 
djsclose or suggest the novel and unobvious 
im26. 

a system for preventing cloning of a smart 


the smart card is not carried on the 


xypto graphic structure for authorizing 


a reader for reading the smart 
linking to a network and 
unauthorized smart cards, 

wherein said cryptographic 
emits the card or an agent thereof. 


As mentioned above, the claimed inventio x, 
merely protect the secret of messages, but instead 
that are built according to the claimed invention . 


there is a clear and profound difference between 
For the foregoing reasons, Applicants re: 
nor Perlman, alone or in combination, discloses 01 
14, 23, and 26. Therefore, Applicants respectfully 
rejection. 


@025 


smart card : and 


card and including a database for 
being upc ated periodically with a list of 

stn cture is kept secret by whoever 


as defined by independent claim 26, does not 
authenticates or authorizes the smart cards 


\s such, Applicants respectfully submit that 
tlfie cited references and the claimed invention, 
isp^ctfully submit that neither Leppek, Maillard, 
suggests all of the features of claims 2, 10-12, 
request that the Examiner withdraw this 
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and 


C. Claims 8, 15-18, and 20-22 stand 
unpatentable over Leppek in view of Maillard, 

Applicants respectfully submit that Schneier 
Leppek and Maillard, as set forth above. 

Therefore, Applicants submit that claims 
Maillard, or Schneier, alone or in combination, a 
independent claim 1 . 

For the foregoing reasons, Applicants resj 
Schneier, alone or in combination, do not disclose 
1 8, and 20-22. Therefore, Applicants respectfully 
rejection. 


rejected under 35 U.S.C. § 103(a) as being 
further in view of Schneier. 
does not make up for the deficiencies of 


8, 15-18, and 20-22 are patentable over Leppek, 
least by virtue of their dependency from 

ijectfully submit that Leppek, Maillard, and 
or suggest all of the features of claims 8, 15- 
request that the Examiner withdraw this 


D. Claim 19 stands rejected under 35 
Leppek in view of Maillard, and further in view 

Applicants respectfully submit that Schneier 
Leppek, Maillard, or Perlman, as set forth above. 

Therefore, Applicants submit that claim 1 
or Schneier, alone or in combination, at least by vjrtue 
1. 

For the foregoing reasons, Applicants respectfully 
Schneier, and Perlman, alone or in combination, d 
claim 19. Therefore, Applicants respectfully request 


@026 


U.S.C. § 103(a) as being unpatentable over 
of Schneier, and further in view of Perlman. 
does not make up for the deficiencies of 

is patentable over Leppek, Maillard, Perlman, 
of its dependency from independent claim 


submit that Leppek, Maillard, 
3 not disclose or suggest all of the features of 
that the Examiner withdraw this rejection. 
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III. CONCLUSION 

In view of the foregoing, Applicant submits 
pending in the application, are patentably distinc 
for allowance. The Examiner is respectfully requested 
the earliest possible time. 

Should the Examiner find the application 
Exarniner is requested to contact the undersigned 
discuss any other changes deemed necessary in a 

The Commissioner is hereby authorized 
overpayment in fees to Assignee's Deposit Accoijnt No 


I to 


Date: A/oj^knr :?Q. ?oOf 


Jot 

RegSstrati 
Sear 


McGinn & Gibb, PLLC 

8321 Old Courthouse Road, Suite 200 
Vienna, VA 221 82-38 17 
(703)761-4100 
Customer No. 21254 

CERTIFICATE OF 


I certify that I transmitted via facsimile to 
under 37 C.F.R. § 1.1 16 to Exarniner Brandon S 


@o 


that claims 1-27, all the claims presently 
over the prior art of record and are in condition 
to pass the above application to issue at 


to be other than in condition for allowance, the 
at the local telephone number listed below to 
telephonic or personal interview, 
charge any deficiency in fees or to credit any 
. 50-0510. 
Respectfully Submitted, 


A: 


Registrar! 


r^ch, tsq, 
ion No. 46,672 
M. McGinn, Esq. 
ion No. 34,386 


TRANSMISSION 


(703) 872-9306 the enclosed Amendment 
lofifman on November 30, 2004. 


Jo] 

Registration No. 46,672 
Sean M. McGinn, Esq. 
Regi itration No. 34,386 
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